On the Impact of Security Protocols on the

Performance of SNMP

Abstract:


The main is to describe how existing security protocols operating above the transport layer and below application protocols can be used to secure SNMP.

Existing System:   
The first version of SNMP (SNMPv1) did not provide cryptographic security and hence it was open to many simple attacks. The efforts in the early 1990s to add strong security to SNMP failed since the engineered solution (SNMPv2p) turned out to be too complex to be used in practice. As a result, the security mechanisms were removed and the remaining protocol improvements were published as SNMP version 2c (SNMPv2c), which is as insecure as SNMPv1. The third version (SNMPv3), published in the late 1990s, added

strong cryptographic security to the previous versions of the protocol by introducing a well defined extensible architecture and the User-based Security Model (USM).
Proposed System:

This paper describes how existing security protocols operating above the transport layer and below application protocols can be used to secure SNMP. These protocols can take advantage of already deployed key management infrastructures that are used for other network management interfaces and hence their use can reduce the operational costs associated with securing SNMP. Our main contribution is a detailed performance analysis

of a prototype implementation, comparing the performance of SNMPv3 over SSH, TLS with other versions of SNMP. We also discuss the differences between the various options to secure SNMP and provide guidelines for choosing solutions to implement or deploy.
Key words:

SNMP: Short for Simple Network Management Protocol, a set of protocols for managing complex networks. The first versions of SNMP were developed in the early 80s. SNMP works by sending messages, called protocol data units (PDUs), to different parts of a network. SNMP-compliant devices, called agents,  store data about themselves in Management Information Bases (MIBs) and return this data to the SNMP requesters. 

Security Protocol: An agreed-upon format for transmitting data between two devices. The protocol determines the following: 
In the authPriv mode (ap), USM provides message authentication, message integrity, and timeliness checking services plus encryption of the payload of SNMP messages.

* The type of error checking to be used 

* Data compression method, if any 

* How the sending device will indicate that it has finished sending a message 

* How the receiving device will indicate that it has received a message 

 Hardware requirements:
Processor                     : Pentium 4.
Ram                              :  512Mb or above.
Hard Disk                    :  minimum of 10 Gb space required.
Output device             :  VGA and High Resolution Monitor.
Software requirements:
Operating System       : Windows XP.

Techniques                  : JDK 1.6 
Data Bases                   : mysql
Front End                    : Java Swings.

